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1 Introduction

This Standard Operating Procedures (SOP) document details the steps for Palo Alto VPN access

for Mac.

2 Palo Alto VPN Access for Mac
Follow these steps for Palo Alto VPN access for Mac:
1. Log into your Mac with an administrative account.
Open a web browser (Safari, Chrome, or Firefox).
Enter vpn.nvcc.edu in the address bar.
Enter your NVCC LAN account user name and password.
Click the LOG IN button.

A

paloalto

NETWORKS

Figure 1: GlobalProtect Portal
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6. Download the Apple Mac version of the software.

a. Select the Download Mac 32/64 bit GlobalProtect agent link to download the
GlobalProtect.pkg file to your computer.

paloalto

HETWORKS

GlobalProtect Portal

T 02 O o NeeT I8 Sreen e
aradd irvtal] Windoras 32 bit GlobalProdect

agerd
Wiradows &4 it OF5 needs to downlosd

and finstall Windoras &4 bit GlobalProtect

e
Mac OS5 needs to download and inscall
Mac 32/64 bit GlobalProbect agent.

Figure 2: Download Apple Mac Version of GlobalProtect Software
7. Click the & icon to be directed to the Downloads folder.

" T '—J
L 0 | Oa e
Downloads Clear
GlobalProtect.pkg
§¥ 13.2 MB

Figure 3: Click ©* Icon

8. Double-click the GlobalProtect.pkg file located in your Downloads folder to launch the
GlobalProtect Installer.
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9. Click the Continue button in the Introduction screen.

@ w Install GlobalProtect [*)

Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this

e Introduction
software.

Continue

Figure 4: Introduction Screen

10. Click the Continue button in the Destination Select screen.

® ' Install GlobalProtect -

Select a Destination
Introduction Select the disk where you want to install the
GlobalProtect software.
# Destination Select

Macintosh HD
1.85 TB available
2 TB total

Installing this software requires 31.1 MB of space.

You have chosen to install this software on the disk
"Macintosh HD",

Figure 5: Destination Select Screen
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11. Click the Continue button in the first Installation Type screen.

@ w Install GlobalProtect ]

Custom Install on “Macintosh HD"

Package Name Action Size
Introduction GlobalProtect Install 31.1MB
Destination Select Uninstall GlobalProtect
# Installation Type
Space Required: 31.1 MB Remaining: 185 TB
Go Back Continue

Figure 6: Installation Type Screen (a)
12. Click the Install button in the second Installation Type screen.

@ @ Install GlobalProtect =]

Standard Install on "Macintosh HD"

IRtrackieten This will take 31.1 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software
o Installation Type on the disk “Macintosh HD".

Change Install Location...

Go Back Install

Figure 7: Installation Type Screen (b)
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13. Enter the password for your Apple Mac device.
14. Click the Install Software button.

— Installer is trying to install new software.

-1
I i Enter your password to allow this.

User Mame: Allen Sinner

Password] | I

Cancel Install Software

Figure 8: Enter Apple Mac Device Password
15. If prompted, click the Open Security Preferences button.

System Extension Blocked

- A program tried to load new system extension(s)
signed by “Palo Alto Networks®. If you want to enable
these extensions, open Security & Privacy System
Preferences.

Open Security Preferences “

Figure 9: Open Security Preferences
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16. Click the Allow button in the Security & Privacy screen.

@ < 1] Security & Privacy [Q ]

BEZEEN rFievault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes B after sleep or screen saver begins

o

Allow apps downloaded from:

System software from developer “Palo Alto Networks" was blocked Allow
from loading.

-

[&] Click the lock to make changes. ?

Figure 10: Security & Privacy Screen

17. Click the Close button to close the GlobalProtect Installer and complete the installation.

-

The installation was completed successfully.

Introduction
Destination Select

Installation Type

Installation
B/ SRy The installation was successful.
The software was installed.
Close
Figure 11: Summary Screen
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18. Click the % icon in the taskbar to open the GlobalProtect software.

QP 6
Figure 12: Click < Icon
19. Enter vpn.nvce.edu in the Portal Address field.
20. Click the Connect button.

Welcome to GlobalProtect
Please enter your portal address

vpn.nvee.edul ]

[ o]

L

Figure 13: GlobalProtect Connection
21. Enter your NVCC LAN account user name and password.
22. Click the Sign In button.

SignIn

Enter login credentials

Portal: vpn.nvce.edu

Cancel

Figure 14: GlobalProtect Sign In
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A message displays stating you are securely connected.

Connected

You are securely connected to the
corporate network

Disconnect

ol

.

Figure 15: Secure Connection Message

23. Click the Disconnect button when the session is over to disconnect GlobalProtect.

Connected

You are securely connected to the
corporate network

Disconnect

Figure 16: Disconnect GlobalProtect

o

.

Version 1.0 Palo Alto VPN Access for Mac Page 8
Standard Operating Procedures (SOP)



Northemn Virginia Internal (NVCC Only)

Community College

3 Troubleshoot Connection Issues

If you do not get the option to enter your user name and password and only see the Connecting
from GlobalProtect dialog, follow these steps:

1. Select System Preferences from the Apple menu.

I8 word File Edit View

About This Mac

‘l System Preferences...
App Store... 5 updates
Recent Items b
Force Quit Word XOCED
Sleep
Restart...
Shut Down...
Lock Screen ~HQ
Log Out Allen Sinner... {#Q

Figure 17: Select System Preferences

2. Click the ﬂ icon.

[ ] > HE System Preferences [Q }
Cun
General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy
L] & N\ &
-
v = - AN =

Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup

Saver Scanners Disk
iCloud Internat Software Network Bluetooth Extensions Sharing

AcCcounts Update

n ® 0 = @ @

Users & Parental Siri Date & Time Time Accessibility
Groups Controls Machine

Figure 18: Click ﬂ' Icon
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3. Click the Allow button in the Security & Privacy screen.

@ < e Security & Privacy {Cl

i FileVault Firewall Privacy

A login password has been set for this user Change Password...

& Require password 5 minutes B after sleep or screen saver begins

Allow apps downloaded from:

Systam software from developer “Palo Alto Networks” was blocked Allow
from loading.

Click the lock to make changes.

Figure 19: Security & Privacy Screen

4 1T Help Desk Support

If you have any issues, please contact the IT Help Desk:
Toll-Free: 855-259-1019 (Outside of Northern Virginia)
Local Telephone Number: 703-426-4141

Email: ithelpdesk@nvcc.edu
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